Sophos Firewall Features by Subscription Summary

Xstream Protection Bundle

Standard Protection Bundle

Base
Firewall

Network
Protection

Web
Protection

Zero-Day
Protection

Sophos Firewall Features

Available Separately

Available Separately

Central
Orchestration*

Central Firewall
Reporting Adv.

Email
Protection

Web Server
Protection

General Management (incl. HA)

Xstream Architecture

Firewall, Networking and Routing

Base Traffic Shaping and Quotas

Secure Wireless

Authentication

Self-Serve User Portal

Base VPN Options

RED Site-to-Site VPN

Sophos Connect VPN Client

Intrusion Prevention (IPS)

ATP and Security Heartbeat™

SD-RED Device Management

Clientless VPN

Synchronized Application Control

Web Protection and Control

Application Protection and Control

Cloud Application Visibility

Web and App Traffic Shaping

Dynamic Sandbox Analysis

Threat Intelligence Analysis

SD-WAN Orchestration

Central Firewall Reporting Data

7 Days

30 Days

Up to 1 Year

CFR Advanced Features

XDR and MTR Connector

Email Protection and Control

Email Quarantine Management

Email Encryption and DLP

Web Application Firewall Protection

Logging and Reporting

Sophos Central Management

* Expected soon

Please note:

» Some features are not supported on XGS 87 and XG 86 models (on-box reporting, dual AV scanning,
WAF AV scanning and email message transfer agent (MTA) functionality)

» MSP licensing options differ slightly to the above

» For XG Series hardware/virtual licensing, see the brochure under sophos.com/compare-xg
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https://www.sophos.com/en-us/products/next-gen-firewall/tech-specs.aspx

